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Proactive vulnerability notification is critical to effective risk management. VeriSign® iDefense

Security Intelligence Services delivers comprehensive, actionable intelligence aiding customers in
making decisions in response to threats on a real-time basis. The following is a list of VeriSign
iDefense Exclusive Vulnerabilities that have been publicly disclosed by the vendor since Jan. 1,
2009. The table shows the number of days VeriSign iDefense customers receive notification on

Exclusive Vulnerabilities in advance of public disclosure.

ID#

469780

456825 and
469780

467682

477901

477900

477885

470094

470090

470133
476912

470995

470782

475977

483290

480494

482283

482285

482284

Title

Oracle Secure Backup Administration Server
login.php Command Injection Vulnerability
Oracle Secure Backup Administration Server
login.php Command Injection Vulnerability
Oracle Database 10g R2 Summary Advisor
Arbitrary File Rewrite Vulnerability

RIM BlackBerry Enterprise Server Attachment
Service PDF Distiller Uninitialized Memory
Vulnerability

RIM BlackBerry Enterprise Server Attachment
Service PDF Distiller 'bitmaps' Heap Overflow
Vulnerability

RIM BlackBerry Enterprise Server Attachment
Service PDF Distiller 'symWidths' Heap Overflow
Vulnerability

HP Network Node Manager ovlaunch CGI BSS
Overflow Vulnerability

HP Network Node Manager Multiple Information
Disclosure Vulnerabilities

HP Network Node Manager Multiple Command
Injection Vulnerabilities

IBM AlX at Information Disclosure Vulnerability
Adobe Flash Player Invalid Object Reference
Vulnerability

IBM Tivoli Storage Manager Express Heap Buffer
Overflow Vulnerability

Autonomy KeyView Word Perfect File Parsing
Buffer Overflow Vulnerability

Adobe Reader and Acrobat JBIG2 Encoded
Stream Heap Overflow Vulnerability

Sun Java Runtime Environment (JRE) Pack200
Decompression Integer Overflow Vulnerability

Sun Java Web Start (JWS ) PNG Decoding
Integer Overflow Vulnerability

Sun Java Runtine Environment (JRE) GIF
Decoding Heap Corruption Vulnerability

Sun Java Web Start (JWS) GIF Decoding Heap
Corruption Vulnerability

Vendor
Notification

3/8/2007

7/18/2008

3/24/2008

12/17/2008

12/17/2008

12/17/2008

6/19/2008

6/19/2008

6/19/2008
12/16/2008

8/25/2008

7/22/2008

11/24/2008

2/24/2009

1/9/2009

2/18/2009

2/18/2009

2/18/2009

Public
Disclosure

1/13/2009

1/13/2009

1/12/2009

1/12/2009

1/12/2009

1/12/2009

2/6/2009

2/6/2009

2/6/2009
2/10/2009
2/24/2009

3/10/2009

3/17/2009

3/24/2009

3/25/2009

3/25/2009

3/25/2009

3/25/2009

Days
677
179

294

26

26

26

232
232

232
56

183

231
113
28
75
35
35

35
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482286

463156

467122

467142

478532

447588
476896

484806

464351

472088

474046

473281

469811

469019

486036

472555

471162

471164

468007

481155

481157

481158

481159

Sun Java Runtine Environment (JRE) Typel Font
Parsing Integer Signedness Vulnerability

Hewlett Packard ProCurve Manager TFTP
Directory Traversal Vulnerability

Oracle Database 119
WMSYS.LT.COPYFORUPDATE SQL Injection
Vulnerability

Oracle Database 11g Object Name SQL Injection
Vulnerability

Microsoft WordPad Word97 Converter Stack
Buffer Overflow Vulnerability

Microsoft Word 2000 WordPerfect 6.x Converter
Stack Corruption Vulnerability

IBM AlX muxatmd Buffer Overflow Vulnerability
TIBCO SmartSockets Stack Buffer Overflow
Vulnerability

Symantec System Center Alert Management
System Console Arbitrary Program Execution
Design Error Vulnerability

Microsoft PowerPoint Integer Overflow
Vulnerability

Microsoft PowerPoint Notes Container Heap
Corruption Vulnerability

Microsoft PowerPoint Build List Memory
Corruption Vulnerability

Microsoft PowerPoint PPT95 Import Multiple
Stack Buffer Overflow Vulnerabilities

Microsoft PowerPoint PPT95 Import Multiple
Stack Buffer Overflow Vulnerabilities

Microsoft PowerPoint PPT 4.0 Importer Multiple
Stack Buffer Overflow Vulnerabilities

Microsoft PowerPoint 4.2 Conversion Filter Stack
Overflow

Microsoft PowerPoint 4.2 Conversion Filter Heap
Corruption Vulnerability

Microsoft PowerPoint 4.2 Conversion Filter Stack
Buffer Overflow Vulnerability

Apple Mac OS X xnu Kernel
workqueue_additem/workqueue_removeitem
Index Validation Vulnerability

Multiple Vendor Outside In Multiple Spreadsheet
Buffer Overflow Vulnerabilities

Multiple Vendor Outside In Spreadsheet Buffer
Overflow Vulnerability

Multiple Vendor Outside In Spreadsheet Integer
Overflow Vulnerability

Multiple Vendor Outside In Multiple Integer
Overflow Vulnerabilities

2/18/2009

8/21/2007

1/18/2008

4/14/2009

12/19/2008

6/28/2006
12/16/2008

3/18/2009

10/9/2007

9/3/2008

10/22/2008

10/6/2008

6/16/2008

4/25/2008

8/29/2008

12/3/2008

2/24/2009

12/3/2008

3/19/2008

1/30/2009

1/30/2009

1/30/2009

1/30/2009

3/25/2009

4/8/2009

4/14/2009

1/18/2008

4/14/2009

4/14/2009
4/15/2009

4/28/2009

4/28/2009

5/12/2009

5/12/2009

5/12/2009

5/12/2009

5/12/2009

5/12/2009

5/12/2009

5/12/2009

5/12/2009

5/12/2009

5/14/2009

5/14/2009

5/14/2009

5/14/2009

35

596

452

-452

116

1021
120

41

567

251

202

218

330

382

256

160

77

160

419

104

104

104

104
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476914

485081

471049

471998

482957

480851

469646

471165

470093

506764

484902

471020

482289

477310

477189

485781

483707

485078

485034

471017

477197

467938

485850

IBM AlX libc MALLOCDEBUG File Overwrite
Vulnerability

Multiple Vendor WebKit Error Handling Use After
Free Vulnerability

Adobe Reader and Acrobat FlateDecode Integer
Overflow Vulnerability

Microsoft Windows 2000 Print Spooler Remote
Stack Buffer Overflow Vulnerability

Microsoft Excel SST Record Integer Overflow
Vulnerability

Microsoft Active Directory Hexdecimal DN
AttributeValue Invalid Free Vulnerability
Motorola Timbuktu Pro PlughNTCommand Stack
Based Buffer Overflow Vulnerability

Unisys Business Information Server Stack Buffer
Overflow

HP Network Node Manager rping Stack Buffer
Overflow Vulnerability

Oracle Secure Backup Administration Server
common.php Command Injection Vulnerability
Microsoft Office Publisher 2007 Arbitrary Pointer
Dereference Vulnerability

Microsoft Embedded OpenType Font Engine
(T2EMBED.DLL) Heap Buffer Overflow
Vulnerability

Akamai Download Manager Stack Buffer
Overflow Vulnerability

Multiple Vendor Microsoft ATL/MFC ActiveX
Information Disclosure Vulnerability

Multiple Vendor Microsoft ATL/MFC ActiveX
Security Bypass Vulnerability

Microsoft Internet Explorer HTML TIME
‘ondatasetcomplete’ Use After Free Vulnerability
IBM AIX libC _LIB_INIT_DBG Arbitrary File
Creation Vulnerability

Sun Java Runtime Environment (JRE) Pack200
Decompression Integer Overflow Vulnerability
Adobe Flash Player URL Parsing Heap Overflow
Vulnerability

Adobe Flash Player Invalid Loader Object
Reference Vulnerability

Multiple Vendor Microsoft ATL/MFC ActiveX Type
Confusion Vulnerability

Microsoft Office Web Components 2000 Buffer
Overflow Vulnerability

Autonomy KeyView Excel File SST Parsing
Integer Overflow Vulnerability

1/5/2008

4/13/2009

2/25/2009

9/5/2008

2/19/2009

1/21/2009

7/9/2008

6/22/2008

5/19/2008

8/26/2009

1/8/2009

8/25/2008

2/10/2009

12/5/2008

12/5/2008

5/6/2009

2/25/2009

4/9/2009

4/9/2009

8/25/2008

12/5/2008

3/17/2008

5/5/2009

5/19/2009

6/8/2009

6/9/2009

6/9/2009

6/9/2009

6/11/2009

6/25/2009

6/25/2009

6/26/2009

9/18/2009

7/14/2009

7/14/2009

7/22/2009

7/29/2009

8/11/2009

7/28/2009

8/4/2009

8/4/2009

8/6/2009

7/30/2009

8/11/2009

8/11/2009

8/25/2009

500

56

104

277

110

141

351

368

403

23

187

323

162

236

249

83

160

117

119

339

249

512

112
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IBM AIX rpc.cmsd Stack Buffer Overflow
Vulnerability

Microsoft Office Drawing Format Shape
Properties Memory Corruption Vulnerability

486476 Adobe Acrobat and R_e_ader U3D File Invalid 6/9/2009 10/13/2009 126
Array Index Vulnerability

Microsoft Windows GDI+ TIFF File Parsing Buffer

501735 8/25/2009 10/7/2009 43

469016 4/25/2008 10/13/2009 536

466497 Overflow Vulnerability 12/18/2007 10/13/2009 665

487465 Adobe Acrobat and .F.Qeader Firefox Plugin Use 6/22/2009 10/13/2009 113
After Free Vulnerability

506748 Mozilla Firefox GIF_ _Color Map Parsing Buffer 8/20/2009 10/28/2009 69
Overflow Vulnerability

492146 Sun Java Runtime Environment Deployment 8/10/2009 11/3/2009 85

Toolkit Command Execution Vulnerability

Sun Java Runtime Environment Color
485675 Management Buffer Overflow Vulnerability 5/4/2009 11/3/2009 183

Sun Java Runtime Environment AWT ImageRep

509561 Heap Buffer Overflow Vulnerability 8/2712009 11/3/2009 68

485832 Mlcroso_ft Excel FEATHEADER Record Memory 4/30/2009 11/10/2009 194
Corruption Vulnerability

484176 Microsoft Word FIB”Processmg Stack Buffer 3/6/2009 11/10/2009 249
Overflow Vulnerability

474183 Juniper In§taller Service Stack Buffer Overflow 10/28/2008 12/3/2009 201
Vulnerability

474235 Mlcroso_ft Windows I_n_de032 Codec Parsing Heap 11/11/2008 12/8/2009 392
Corruption Vulnerability

478519 Microsoft WordPan Word97 Converter Integer 12/18/2008 12/8/2009 355
Overflow Vulnerability

486472 Microsoft Internet Explorer HTML Layout Engine 6/9/2009 12/8/2009 182

Uninitialized Memory Vulnerability

+ For More Information
For more information about VeriSign® iDefense® Security Intelligence Services, please
call 650.426.5310 or email enterprise _security@verisign.com.

Visit us at www.VeriSign.com for more information.
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